’?

Y idisense

Sécurité

A- Sécurisez la console par mot de passe
B- Sécurisez I’acces par ssh
C- Sécurisez L’interface web par https
a- Créer une autorité de certification interne
b- Générer un certificat web
c- Injecter le certificat web dans mon serveur pfsense




A- Sécuriser la console Pfsense vous cochez la case console menu et vous

Sauvegardez
[n} 3 - X
wseﬂse - Serial Speed g j
+0 Primary Serial Console v|
Console

f e0 Interfaces Fo0

Name AWAN 1000baseT <fullduplex>
Console Options. :
Sroom [ Per . Consale menu |.m oed protect the console menu
b031131d2a39a410
B save
BIOS slogies LTD
UserManager 132020
pfSense Netgate. View license.

Version 2.4 5-RELEASE-p1 [amd6)
built 17 EDT 2020

acundatd 2t Moo lao 18

On constate que ma console a un login

HAN (wan) > emb : 168.1.258-24
LAN (lan) > eml : 28.8.258-24
OPT1 (optl) -> em2 : 168.2.258-24

B) Logout (3S3SH only) pfTop

1) Assign Interfaces Filter Logs

2) Set interface(s) IP address Restart webConfigurator

3) Reset webConfigurator password PHP shell + pfSense tools
4) Reset to factory defaults Update from console

5) Reboot system Disable Secure Shell (sshd)

6) Halt system Restore recent configuration
7) Ping host Restart PHP-FPM
8) Shell

inter an option:

reeBSD-/amdb4 (Heimdall.sitka.local) (ttyvuB)

B- Sécurisez I’accés par ssh

On active ssh pour accéder a la console de maniére sécurisée on change le port par défaut en
(2121) en terme de sécurité il est toujours conseillé de changer les port par défaut; on peut
aussi faire une authentification avec clé privé/publique au lieu d’une authentification par mot
de passe



Secure Shell

Sacura Shell Server

S5Hd Key Only

SSH port

P~ ¢ | T pfsensebachelorsr - Status,

Status/ [ cot Mancger +0
General Setup
460
Mama Logout (admin) SW A 000baseT ubdpleo 1921681250
User Package Manager  cal Database] &LAN A 1000baseT <fullduplex> 172200250
System Routing : MOMZ A 1000baseT chulldupler> 1921682250
SepWed b031131¢2239a410
Bios Updste slogies LTD
User Manager 22020
Version 245-RELEASE-p1 {amdbd)

built on Twe Jun 02 17:51:17 EDT 2020
FreeBSD 11.3-STABLE

datad ot Mice lan 18

Maintenant il faut une regle autorisant ssh sur I’interface Wan on va dans le menu interface +rule +
ad

Zisense

Firewall / Rules / WAN

Floating WAN LAN oPT1 Schedules

Traffic Shaper

virtual 1P |
O States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

X  0/40KiB * RFC 1918 networks * * * * * Block private networks =

X o0/7KB * Reserved * * * * * Block bogon networks o

Not assigned by IANA

No rules are currently defined for this interf:

All incoming coni

ns on this interface will be blocked until pass rule

On rentre les choix ci-dessous apres il ne faut pas oublier d’enregistrer et d’appliquer les changements
comme indiqué dans ces captures d’écrans.



o P4 http://192.168.1.250/firewall_rules_edit.php?if

Firewall / Rules / Edit

Edit Firewall Rule
aston =

what to do with packets that match the criteria specified below

Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is retur
whereas with block the packet is dropped silently. In either case, the original packet is discarded

Disabled [] Disable this rule

Set this option to disable this rule without removing it from the list

inerface ]

Choose the interface from which packets must come to match this rule

Address Family

Protocol <

Choose which IP protocol this rule should match

Source 1 Invert match J

[~

The Source Port Range for a connection is typically random and almost never equal to the destination port. In most cases this
its default value, any

Destination [ Invert match I WAN address I Dest

Destination Port Rﬂnge '::Otl'ler:l i I 2121 I { DthE'—] hd 2121

From Custom o Custor

Specify the destination port or port range for this rule. The "To" field may be left empty if only filkering

Log Log packets that are handled by this rule
Hint: the firewall has limited local log space. Don't tum on logging for everything. If doing a lot of log,
the Status: System Logs: Settings page).
Description I authoriser ssh I
A description may be entered here for administrative reference. A maximum of 52 characters will be
log.
Advanced Options | |
Rule Information
Tracking ID 1640165746
Created 12/22/21 10:35:46 by admin@172.20.0.14 (Local Database)
Updated 12/22/21 10:39:53 by admin@172.20.0.14 (Local Database)

[a ]

+ Appl

Apreés avoire enregistrer on applique les changements



e o7} 192.168.1.250/ire O - ¢ || 7 ptsense.achelorr - Firewa,

Pisense

Firewall / Rules / WAN =L D e

Floating WAN LAN DMZ

Rules (Drag to Change Order)

States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
x ) B - RFC 1918 networks - * * - * Block private networks o
73 ) /247 KiB - Reserved - & - - - Block bogon networks =
Not assigned by IANA
] B8 E IPva TCP = - WAN net 22 (SSH) = none Laisser passé ssh ts00om
oo =3

Attention sur Windows 2016 ssh n’est pas installé nativement contrairement a Windows 2019 ou
Windows 10 sur ces deux derniére version ssh est parmi les fonctionnalités qu’on peut installer.
Donc pour Windows 2016 suivre la procédure du fichier ssh_2016.docs pour installer ssh

On teste la connexion a I’intérieure de notre périmetre j’utilise une des machines dans un Lan :
Je prends la machine AD je démarre le PowerShell et je me connecte sur une des interfaces de
pfsense :

Le serveur pfsense m’envoie 1’empreinte numérique de sa clé publique :

PS5 C:ZWUsershZwAdministrateur> ssh admin@l72.26.0.250 21
The authenticity of host " [: 20.8.258]1:2121 ([172.28.8 58]:2121)" can't be establishec
D25519 key fingerprint is B shBu9F&6+qSnpokKCTL/@dTo.
re you sure you want toe continue connectin S oy ingerprint])? yes
arning: Permanently added "[172_.28._.8._.258]:2: " (ED25519) to the list of known hosts.
Password for admin@heimdall.sitka.local:
ViMware Virtual Machine - Netgate Dewvice ID: feleeB8ed211leb66

Welcome to pfSense 2.5.2-RELEASE (amd&4) on heimdall

WAMN (wan) > emd > owd: 192
LAM (lan) eml wiél: ATF2 L
OPT1 (optl) -» em2 w192

B8) Logout (SSH only) 9

1) Assign Interfaces 18) Filter Logs

2) Set interface(s) IP address 11} Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Disable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FFM

8) Shell

Enter an option:

On peut vérifier si ’empreinte numérique sur le serveur ssh est la méme que celle envoyée par le
serveur j’affiche le contenu détaillé du répertoire /etc/ssh apres je génere I’empreinte numérique de la
clé publique ssh_host_ed25519 key.pub

en suivant les étapes 1+2+3+4

En fin je compare les deux empreintes on constate qu’elles sont identiques



Enter an option: (8 4“.-‘=‘—"1

[2.5.2-RELEASE]lladmin®heimdall.sitka. local l-root su root ‘:‘;":2
# cd ~“etc~ssh
<=3
oduli : < - sshd_config
h_config
h_host_ed25519_ key

.local

] .
+——[ED25519 2561——+

. 00
L. 0=.0
++0
o..

0O0. .

0. - ¥ »*
.B++E . ]

..B=0+=_. .
[LSHAZ256 ]

S.

Maintenant on va tester la connexion en dehors de notre périmetre Wan, sitka_Lan et opt_lan
On va essayer une connexion de notre machine physique qui est en dehors de ce périmétre

K Windows PowerShell X |+ v

PS C:\> ssh admin@192.168.1.250

ssh: connect to host 192.168.1.250 port 22: Connection timed out
PS C:\>

On remarque qu’il y’a échec de connexion ; on essaye de faire un ping sur cette interface, méme
constat

E¥ windows PowerShell - v

PS C:\> ping 192.168.1.250

Envoi d’une requéte 'Ping' 192.168.1.250 avec 32 octets de données :

Réponse de 192.168.1.156 : Impossible de joindre 1’héte de destination.
Réponse de 192.168.1.156 : Impossible de joindre 1’hdte de destination.
Réponse de 192.168.1.156 : Impossible de joindre 1’héte de destination.
Réponse de 192.168.1.156 : Impossible dé joindre 1’héte de destination.

Statistiques Ping pour 192.168.1.250:
Paquets : envoyés ='U, regus = U4, perdus = @ (perte 0%),
PS C:\> |

Cet échec est normal car PfSense bloque toutes requétes venant d’une adresse privée en dehors de son
périmétre Wan, sitka_lan et opt_lan, on peut vérifier ceci aisément en allant dans le menu
Interface + Wan tout en bas de la page on trouve deux cases cochées ce qui explique ce blocage

e = htt 192.168.1.250/int » ~ & || T pfSense.bachelor.fr - Interfa...

Interfaces -

Assignments

Interfaces / WAN (e

WAN
General Configuration RN I
DMZ
Enable ~
Description WAN
IPv4 Configuration Type Static IPv4 ~

IPv6 Configuration Type Non ~



Reserved Networks

Block private networks [vi|

and loopback addresses 8/16) and unique

Block bogon networks

18) or not yet assigned by IANA. Bogons are prefixes that should never appear in the Internet

Note: The update frequency c nged under Systemn > Advanced, Firewall & NAT settings

On trouve la méme chose dans les régles par défaut de I’interface wan

Q 7 htp://192.168.1.250/firewall_rules.p P~ & B pfSense.bachelorft - Firewa..
msense ystem nterfaces v Firewall »
Aliases
Firewall / Rules/ WAN NAT Wl = @
Floating WAN LAN DMZ Schedules
— les deux régles qui nops bloques
Traffic Shaper gesq q
Rules (Drag to Change Order) Virtual IPs
il States Protocol  Source Port Destination  Port Gateway Queue Schedule Description Actions
X o0/08 * RFC 1918 networks * * * * * Block private networks &
X 0138KB * Reserved ' * * * * Block bogon networks &
Not assigned by IANA
[0 & 0/326KB IPvATCP * * WAN net 22(SSH) * none

£ O (B

Maintenant on va essayer d’accéder a notre serveur PfSense a partir de I’extérieur en utilisant notre
adresse publique.
Tout d’abord :

1- Il faut accéder a la boxe internet et ouvrir le port 22 en créant une redirection de port

. Adresse IP du ; .
Service Protocole Ports externes Ports internes Activer la régle
serveur

~ Utilisateur

I SSH 192.168.1.250 TCP/UDP 2227 22022 I

2- Ensuite il faut déterminer notre adresse publique soit a partir de la boxe ou un site internet
http://www.whatismyip.com

3- Apres sur notre smartphone on télécharge un client ssh sur B Google Play google store
Juicessh

JuiceSSH - SSH Client

4-  Sur notre smartphone il faut qu’on se mette en 4G et non en wifi car il na faut pas oublier que
PfSense bloque les connexions provenant d’adresse IP en dehors de son périmétre.
5- On ouvre I’application et on commence & établir notre connexion ssh


http://www.whatismyip.com/

On sélectionne connexion rapide ssh admin@ adresse publique

1205 = & O®D QG ©

Connexion en 4G

Connexion rapide &
Connect to a new host
Connexions fréquentes
Connexion rapide
Vous ve cvé.
Touchez Cor ner Type:  SSH tre adresse publique
admin@
briianzssslaioni e O (* Enregistrer 1a connexion
ANNULER
Débloquer les fonctions Pro
Parameétres 2+
Aide -

Le serveur nous envoie I’empreinte de sa clé publique

On constate que c’est la méme que celle qu’on a calculé

Sur le serveur

EM/HtKbrYNKa5kIX9gpC/txmQridGrM2UmCoX7Lf3TE rentre le mot de passe admin



2151 @4 PP a g

Vérification de I'hote

Identification interactive

Il semble que c'est la premiére fois que : Password for admin@pfSense.sitka.local
VOus vous connectez 4 78.117.146.26.

Empreintedeclé:
SHA256:EM/HtKbrYNKaSkIX9gpC/
txmQri9GrM2UmCoX7Lf3TE

ANNULER OK
REJETER ACCEPTER .

Accepter laclé ?7?

Aprés on tombe sur notre console PfSense

2152 @@ 3 MG G > . 71 %
furmare virtuat ma Notgate Dovice 1D: ealbbe3iliidzaisadie
oee e

Cwan)

D- Sécurisez L’interface web par https
1- Créer une autorité de certification interne

On va dans le menu systéme + CertManager



o Pl http://192.168.1.250/system_advanced_admin.p 0 ~ & | M pfSense.bachelorfr - Syste...

Advanced
System / nin Access (2]
General Setup
Admin Access  High Avail. Sync Networking Miscellaneous System Tunables Notifications
—_—

Logout (admin)

weocontiou iR |

Routing
HTTPS (SSL/TLS)
Setup Wizard

Update

tom port number for the webConfigurator above to override the default (80 for HTTP, 443 for HTTPS) take effect imm rediately

User Manager

On commence a créer une autorité de certification interne

G P http://192.168.1.250/system_camanager.phy 0 ~ & | M piSense.bachelorfr - Syste...

Flisense

System / Certificate Manager/ CAs (7]
CAs Certificates Certificate Revocation

Search term | Both N @

Enter a search string or *nix regular expression 1o search certificate names and distinguished names
Certificate Authorities
Name Internal Issuer Certificates Distinguished Name In Use Actions

On remplit les champs suivants



Flisense

AUNITY EDITION

System / Certificate Manager/ CAs/ Edit

CAs Certificates Certificate Revocation

Create / Edit CA

Descriptive name Autorite de certification Sitka

Method Create an intemal Certificate Authority v

Trust Store Add this Certificate Authority to the Operating System Trust Store
When enabled, the contents of the CA will be added to the trust store so that they will be trusted by the operating system

Randomize Serial Use random serial numbers when signing certifices
f signing certificates then serial numbers for ce
g the seguential value from Next Certificate Serial.

When enabled, if this CA is capable ificates signed by this CA will be automatically randomized and

cked for uniqueness instead of us

Internal Certificate Authority

Key type RSA v

2048 w
The length to use when generating a new RSA key, in bits.
The Key Length should not be lower than 2048 or some platforms may consider the certificate invalid.

Digest Algorithm shaZs6 v
The digest met when the CA is signed.
The best prac is to use an algorithm stronger than SHAT. Some platforms may consider weaker digest algorithms invalid

Lifetime (days) 3650
Commeon Mame ntemal-ca-sitka
The following certificate authority subject components are optional and may be left blank.
Country Code FR W

State or Province DF

City Paris
Organization sitka
Organizational Unit SK

Une fois qu’on enregistre nos parametre notre autorité de certification apparait, on appuie sur le
crayon pour éditer notre CA



fisense

COMMUNITY EDITION

System / Certificate Manager/ CAs (2]

CAs Certificates Certificate Revocation
—
Search term \ Both v

Enter a search string or *nix regular expression to search certificate names and distinguished names.

Certificate Authorities

Name Internal Issuer Certificates Distinguished Name In Use Actions

FCOD

Autorité de certification Sitka ~ +* self-signed 0 ST=IDF OU=SK, O=sitka, L=Paris, CN=internal-ca-sitka, C=FR o

Valid From: Sat, 27 Nov 2021 21:31:04 +0100
Walid Until: Tue, 25 Nov 2031 21:31:04 +0100

On affiche notre certificat et la clé publique qui lui est associé

System / Certificate Manager/ CAs/ Edit (2]

Chs Certificates Certificate Revocation

Create / Edit CA ' | '

Descriptive name Autorité de certification Sitka

Method Import an existing Certificate Authority ~

Trust Store Add this Certificate Autharity to the Operating System Trust Store

When enabled, the contents of the CA will be added to the trust store so that they will be trusted by the opérating system.

Randomize Serial Use random serial numbers when signing certifices
When enabled, if this CA is capable of signing certificates then serial numbers for certificates signed by this CA will be automatically randomized and
checked for uniqueness instead of using the sequential value from Next Certificate Serial

Existing Certificate Authority . .

Certificate data | || ----—- BEGIN CERTIFICATE-----

MITEIDCCAwigAnTBAZTIPmg7 cGMSa8swDQYIKoZ Thy cNAQE LBOA:
EalBgGAL )
AXMREWS@ZXIUYHTY2Ete 218a2EXCzAIBENVEAY TAKZ SMQuuCgYOVQ v
QIEWNIREY ' P

Paste a certificate in X.509 PEM format here.

Certificate Private Key -----BEGIN PRIVATE KEY-----

(optional) MITEvQIBADANBgkghkiGIweBAQEFAASCBK cwggS i AZEAAQTBAQCTOe
kW 1xglcd/7 . .
FiH47AaBgAiid5sHXSPOTs6INGT]2Qd38s2Ch2CUBvEEGIVIVIZTEr ~
hlebXA+BWH “

Paste the private key for the above certificate here. This is optional in most cases, but is required when generating a Certificate Revocation List (CRL).

Next Certificate Serial 0

Enter a decimal number to be used as a sequential serial number for the next certificate to be signed by this CA.

2- Générer un certificat web



Maintenant on va créer notre certificat web délivrer par la CA autorité de

certification sitka qu’on a mis en place dans I’étape précédente il suffit de cliquer
sur add et remplir les champs nécessaires

System / Certificate Manager / Certificates

CAs Certificates Certificate Revocation

Search
Search term | Both : ﬂ |
Enter a search string or *nix regular expression to search certificate names and distinguished names

Certificates
Name Issuer Distinguished Name In Use Actions
webConfigurator default _ self- 0=pfSense webConfigurator Self-Signed Certificate, CN=pfSense-6001f6f281597 R TN - i)
(600116f281597) signed i)
Server Certificate X X .
CA: No Valid From: Fri, 15 Jan 2021 21:11:30 +0100

) Valid Until: Thu, 17 Feb 2022 21:11:30 +0100

Server: Yes

ci-dessous les champs remplie pour créer notre certificat



Flisense

COMMUNITY EDHTION

System / Certificate Manager/ Certificates / Edit @
CAs Certificates Certificats Revocation
Add/Sign a New Certificate

Methed Create an internal Certificate w

Descriptive name Certificat SSL pour le serveur web Heimdall

Internal Certificate

Certificate authority Aurtorité de certification Sitka v
Key type R3A hal
20 w

The length to use when generating a new RSA key, i
The Key Length should not be lower than 2048 or some platforms may consider the certificate invalid

Digest Algorithm sha256 hd
The digest method
The best practice is

ed when the certificate is signed.
se an algorithm stronger than SHAT. Some platforms may consider weaker digest algorithms invalid

Lifetime (days} 3650
The length of time the signed certificate will be valid, in days
Server certificates should not have a lifetime over 398 days or some platforms may consider the certificate invalid.

Common Name heimdall.sitka.local

The following certificate subject components are optional and may be left blank.

Country Code FR v
State or Province IDF
City Pariz
Organization sitka

Organizational Unit SK



Attribute Notes The following attributes are added to certificates and requests when they are created or signed. These attributes behave differently depending on the

selected mode.
For Intemal Certificates, these attributes are added directly to the certificate as shown.

Certificate Type Server Ce

Add type-specific usage attributes to the signed certificate. Used for placing usage restrictions o, or granting abilities to, the signed centificate,

b

Alternative Names FQDN or Hostname w heimdall sitka.local

FQDN or Hostname “ pfsense.sitka.local
IP address v 172.20.0.250
IP address w 192.168.1.250
|P address hd 192.168.2.250
UR v woerw. heimdall.local

Type Value

Enter additional identifiers for the certificate in this list. The Commen Name field is automatically added to the certificate as an Alternative Name. The

signing CA may ignore or change these values.
.t

Une fois qu’on enregistre notre certificat apparait

MITY EDITION

System/ Certificate Manager/ Certificates _ e
Created intemal certificate Certificat SSL pour le serveur web Heimdall . . B
CAs Certificates Certificate Revocation

Search term Both v | |

Enter & search string or *nix regular expression 1o search certificate names and distinguished names.

Certificates .
Mame lssuer Distinguished Name In Use Actions
. . . . _ - —_—
webConfigurator default self-signed O=pfSense webConfigurator Self-Signed Certificate, CN=pfSense- & ‘4’- C‘ m
- (61a2591achfff) ; 6122591 acDfff
Sarve riFim
E:.Tq;ce' Tficate Velid From: Sat, 27 Nov 2021 17:13:14 <0100
- ) Valid Until: Fri, 30 Dec 2022 17:13:14 #0100
Server: Yes .
Certificat SSL pour le serveur web Aarorité de certification ST=IDF, OU=5K, O=sitka, L=Paris, Ch=heimdall sitka local, c:Fi:a: o é‘*ﬁi C‘ ﬁ
Heimdall Sitka )

alid From: Sat, 27 Nov 2021 22:21:01 0100
Valid Until: Tue, 23 Nov 2031 22:21:01 #0100

Server. Yes

3- Injecter le certificat web dans mon serveur PfSense



Maintenant on va injecter notre certificat dans notre serveur web PfSense, donc on va dans systeme +
Avanced

- On sélectionne notre certificat crée

- On laisse le port par défaut

- On laisse 2 en nombre de connexion simultané c’est-a-dire 2 personne max peuvent se
connecter sur ’interface web PfSense

- On refuse la connexion en http

- On refuse que le navigateur enregistre les données de connexion

Admin Access Firewall & NAT Networking Miscellansous Systemn Tunables Notifications
webConfigurator .
Protocll  CHTTP '
SSL/TLS Certificate Certificat SSL pour le serveur web Heimdal v I

Certificates known 1o be incompatible With Use for H11PS are hot included in this list.

TCP port
Enter a custom port number for the webConfigurator above to override the default (B0 for HTTP 443 for HTTPS). Changes will take effect immediately
after save
Max Processes 2

ter the number of webConfigurator processes to run. This defaults to 2. Increasing this will allow mare users/browsers to access the GUI
urreitly.

WebGUI redirect Disable webConfigurator redirect rule |
When this is unchecked, access to the webConfigurater is always permitted even on port 80, regardless ofthel etehing port configured. Check this box
isable this automatically added redirect rule.

H5TS [0 Disable HTTP Strict Transport Security
When this iz unchecked, Strict-Transport-Security HTTPS response header is sent by the webConfigurator to the browser. This will for
y HTTPS for future reguests he firewall FODN. Check this box to disable HSTS. {MOTE: Browser-specific steps are required for disabling to
take effect when the browser already visited the FODN while HSTS was enabled.)

OCSP Must-Staple [0 Force DCSP Stapling in nginx
When this i
will be ig

ur certificate as a full chain, not just the certificate, or this option

d, OCSP Stapling is fo
d by nginx.

=d on in nginx. Rermember to uploa

WebGUI Login Enabie webConfigurator login autocomplete |
Autocomplete When this is

d, legin credentials for the webConfigurator may be saved by the
Check this box to enablé autocomplete on the login form so that
his option).

disab
not respect

Apreés on sauvegarde notre navigateur va démarrer automatiquement
On se connecte sur I’interface https://172.20.0.250

i Heimdallzitkalocal - Statuz Das x| o4

<« (=] A Non sécurisé | hitps//172.20.0.250 B @ =

AUNITY EDITION

Status / Dashboard + @
System Information o Netgate Services And Support [— X > ]
Name Heimdall.sitka.local
Contract type  Communily Support
User admin@172.20.0.74 (Local Database) Community Support Only
System VMware Virtual Machine

Netgate Device ID: 74a1573f04e3a4d71064 NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES

BIOS Vendor: Phoenix Technologies LTD
Version: 6.00

If you purchased your pfSense gateway firewall a liance from
Release Date: Thu Nov 12 2020 you P your e < ¥ e

Netgate and elected Community Support at the point of sale or
Version 2.5.2-RELEASE (amd64) installed pfSense on your own hardware, you have access to
built on Fri Jul 02 15:33:00 EDT 2021 various community support resources. This includes the NETGATE
FreeBSD 12.2-STABLE RESOURCE LIBRARY



Le certificat représente des erreurs car notre autorité de certification n’est pas de confiance donc il faut
I’intégrer dans le magasin des autorités de certification de confiance en installant le certificat de
”autorité racine

G i https://172.20.0.250/ ~ & Erreur de certificat & Rechercher... P~ 7 6%
Fi pfSense - Lagin 1

wh Certificat
o s e n se Géndral Dérails Chemin d'aceds de certification

Informations sur le certificat

SR

Impossible de vérifier ce certificat auprés d'une Autorité
de certification de confiance.

Délivré d:  heimdall sitka.local
Délivré par : internal-ca-sitka

Valide du 27/11/2021 au 25/11/2031

Installer un certificat... Déclaration de |'émetteur

Password

Protection de la connexion

Threshold 8

Black attackers when their cumulative attack score exceeds threshold. Most attacks have a score of 10.

Block attackers for initially blocktime seconde after exceeding threshold. Subsequent blocks increase by a factor of 1.5.

Attacks are unblocked at random intervals, so actual block times will be longer.

| Dvtostion e 259200 I x

Rememiber potential attackers for up to detection_time seconds before resetting their score
Whitelist | Addres IRREI

Addresses added to the whitelist will bypass login protection.

Add address + Add address



